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HIPAA Law Affects the Practice of Counseling
The Health Insurance Portability and Accountability Act (HIPAA) is a federal law passed in 1996 with the aim of protecting the privacy of health information records. It was established to ensure that the health care system is effective and efficient. It also plays a significant role in ensuring the security of patients’ health information and also protects employees’ insurance when they move from one job to another by making insurance “portable.” Purvis and  Cooper (2018) argue that the HIPAA regulations aim at ensuring appropriate controls are set by health care providers to ensure the privacy of patients' health information, the use, and disclosure of patient information are appropriate and guarantees every patient right to decisions regarding their own health information. The Department of Health and Human Services (HHS), Office of Civil Rights (OCR) is the federal agency that oversees compliance with the above regulations. 
Even though counseling programs appear to be out of the usual medical context, it readily falls within the scope of mental health and must therefore certify and be at par with the HIPAA regulations in all its dealings (Kent, 2018). HIPAA law, therefore, affects the practice of counseling significantly as it has become an important entity with regards to security and privacy involving electronic medical records. Initially, it was thought that only psychotherapists who transmitted electronic billings were eligible for compliance with HIPAA but with time it has grown to encompass all therapists who deal with digital records storage, informed consent, record keeping, and several other areas and therefore all psychologists should consider themselves as likely to be affected by HIPAA Privacy Rule (Zur, 2019).
Discussed below are a few instances that we can attribute to how HIPAA laws have affected the practice of counseling. According to DHHS-USA Office for Civil Rights, to maintain a patient’s trust in health care providers, ensuring strong privacy protection of Mental health information is important. Thus, even though privacy and protection are emphasized for all health information, it is exceptionally critical to ensure psychotherapy notes are graced with special protection as the information contained in those notes is very sensitive as they contain the deeply analyzed contents of conversation during a counseling session only relevant to the therapist who took them and does not contain any medical records such as treatment or even diagnosis. Patient authorization is therefore of importance for any disclosure of psychotherapy notes, even to other health care providers whether it is for treatment purposes. Exceptions exist in instances required by the law, for instance, reporting of abuse or maybe to issue warnings regarding threats of impending harm made by the patient. The health care provider is also only required, in cases of relatives, to divulge only information that is needful to the relative involved in the patient’s care or payment of care. For instance, telling a spouse to watch for warning signs that may prelude an impending emergency may be valid. Sharing of patient information that may be of a patient's best interest to the family in cases of patient’s incapacitation may also apply at times. 
Violations of HIPAA laws can have significant penalties, including financial burdens to health care providers both in hospitals and private practice. Several cases involving a breach of patients' privacy or mishandling of records have been reported in many places. Several employees are reported to have been fired for HIPAA breech in a clinic in Virginia for having viewed the medical records of a high profiled patient without a reasonable need to do so. The clinic had a system that could track malicious snooping and therefore the employees ended up being dismissed from their jobs (Med Pro 2017).  
In another case, employees of UCLA, several doctors and employees were fired for viewing patient health information belonging to Britney Spears after having been hospitalized in 2008 for psychiatric reasons. Most of these employees were non-medical staff and their viewing of the records was not in any way going to be of significant use to the patient, neither did they have any useful role in the patient’s management. It is reported that even after a number of memos from the chief compliance officer reminding the employees of HIPAA prohibiting access to medical records with no valid reasons the employees, however, went ahead and peeked at the records. It is not reported whether they leaked any information though (Ornstein, 2008).
A story by Latner (2017) tells of a doctor who got a jail term for HIPAA violation about a year ago. Dr. H, a Cardiothoracic surgeon lost his job because of poor performance due to personal discomforts in his work place.  Being idle as his time dwindled at his job place, he went through medical records, including those of his colleagues and also very high profiled patients though without sharing the information he saw in the records. This went on even after he ceased being an employee of that hospital. A misdemeanor penalty was imposed on him for violation of the Health Insurance Portability and Accountability Act of 1996. This did not take into consideration the fact that Dr. H was not aware that snooping was a crime. He suffered a year of jail and a fine of $50000, which would have been worse, had he perpetrated the offense under a false pretense or for personal gain or as blackmail. This shows us that ignorance of the law is therefore not forgiving, patient information should be treated just as it is- private and avoid illegitimate non-purposeful access of Patient Health Information. 
The HIPAA cases experienced in the above scenarios are avoidable especially with adequate training on majorly on HIPAA laws, how they apply to the job functions of the employees and the repercussions that might befall anyone who fails to keep with the standards of the law. As a practitioner therefore, informing the hospital employees about the existence of a logging system that keeps track and takes note of any unauthorized prying into patients’ medical records may help avoid such instances of breach of privacy in the first place and also avoid the terrible consequences of having to make employees jobless or having them pay fine for circumstances that would have been avoidable in any given health care setting (MedPro, 2017).
In IT there is a principle called the principle of least leverage which ensures that access to patient information is limited only to what is and when it's needful for that particular patient care and limits user access to only those authorized at a given level (Vogel, 2013). Implementation of these by practitioners may also, therefore, ensure that one is not able to access more data that is relevant or needful for them. This may, however, require the involvement of all stakeholders while defining user access so that there is an acceptance by everyone within the healthcare practice. According to The HIPPA Journal (2018), limiting exposure window to networks and data that employees require to perform their duties would, therefore, ensure restricted risk to damage and as well as install somewhat automatic adherence to HIPAA laws. 
[bookmark: _GoBack]Other primary requirements for compliance with HIPAA laws necessary for a practitioner may include, separation of psychotherapy notes from the medical records section, informing the patient on the use of PHI for treatment and payment and requirement of patient specific authorization to release health information for other reasons other than the above.  Psychologists and other practitioners may also need to know and understand state laws governing privacy, to ensure their policy standards comply with HIPAA laws and also, they must ensure their patients have been adequately informed about their privacy rights (Purvis & Cooper, 2018). The impact of HIPAA laws on counseling and practice of medicine can therefore not be underestimated. 
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